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Summary in Swedish

Virdet av att ett datoriserat system #r felfritt dr svart att uppskatta. Felak-
tigheter i ett system kan utgora personfara alternativt bli véldigt kostsamma.
Testning dr den dominerande tekniken for att verifiera att ett system ir i en-
lighet med sin specifikation.

En betydande del av ett programvaruprojekts budget gar till testning. Detta
ir beroende pa att planering och utférande av test ofta gors manuellt. Att testa
ett system manuellt &r ett tidsodande arbete som ocksa dr monotont, dyrt och
kan goras felaktigt. Darfor har manga foretag automatiserat testningen, kvar
ar dock problemet att vilja testfall. Speciellt problematiskt dr det nir systemet
som ska testas &r ett realtidssystem. Da dr systemets beteende ocksa beroende
av vid vilken tidpunkt som omgivningen ger stimuli till systemet.

Modellbaserad testning dr en lovande teknik som stodjer val av testfall. An-
véndaren specificerar hdr en modell varifran ett program kan generera test-
fall automatiskt. En gren inom modellbaserad testing anvinder en teknik som
kallas modelichekning (eng. model checking). I modellchecking gér ett pro-
gram systematiskt igenom en modell for att verifiera egenskaper hos denna.

Ett kvalitativt matt pa hur grundligt en testsvit gar igenom ett program-
varusystem &r kodtidckning. Detta kan t.ex. vara en procentsats pa antalet pro-
gramsatser som #r exekverade. Andra tickningskriterier kan vara baserade pa
dataflodesanalys. Vi anvinder tdckningskriterier med avseende pa en speci-
fikation i form av en modell, som ledning for val av testfall. Pa detta sitt far
vi en testsvit som testar systemet funktionellt utifrdn specifikationen och inte
ar beroende av hur systemet dr implementerat.

De forskningsfragor som framfor allt har upptagit avhandlingsarbetet dr
hur tekniker som anvinds for modellchecking kan utnyttjas for att generera
testsviter och hur tickningskriterier kan specificeras pa ett formellt sitt.

Vi borjar med att observera att om vi har ett kriterium som anger att t.ex.
varje mojligt tillstand i en modell ska vara tickt sa kan detta delas upp i en
uppgift per tillstand. Vi kallar varje sadan del i kriteriet for en tackningsenhet.

I var forsta uppsats beskriver vi hur ett problem for testfallsgenerering kan
omdefinieras till ett problem att hitta en vig till ett tillstdind med speciella
egenskaper. Vi astadkommer detta genom att lata ett verktyg for modellcheck-
ning soka efter ett tillstind dér alla tdckningsenheter dr uppfyllda. Detta blir
mojligt genom att vi utokar modellen med en boolsk variabel per tackningsen-
het och dndrar modellen sa att varje sddan variabel har sanningsvirdet sant
om och endast dess motsvarande tdckningsenhet dr uppfylld. Nar alla vari-
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abler har sanningsvirdet sant sd har sparet till det tillstindet gatt en vig sa att
motsvarande testfall uppfyller hela tickningskriteriet.

Det modelleringssprak vi anvidnder oss av heter tidsautomater (eng.
timed automata). Detta modelleringssprak kan anvéindas for att modellera
realtidssystem. For att inte exekveringen av en testsvit ska ta onddigt 1ang
tid sa genererar vi en testsvit som tar minimal tid att exekvera. Detta ar
ett komplext problem eftersom alla olika testfall kan kombineras for att
tillsammans fa full tickning.

I avhandlingen presenteras en algoritm som effektiviserar generering av
testfall. Var tidigare algoritm soker ett spar (vari det kan finnas aterstéllningar
av systemet) dar alla tdckningsenheter dr uppfyllda. Vi kallar denna typ av
generering lokal eftersom ingen hénsyn tas till andra spar. Var effektiviserade
algoritm utnyttjar kunskap om alla spar for att kunna minimera tid och minne,
samtidigt som den garanterar att alla tickningsenheter hittas.

Nir algoritmen hittar en tdckningsenhet som aldrig i nagot spar har hittats
tidigare, sa sparar algoritmen ett “kandidatspar”. Nér det inte finns ndgot mer
att utsoka sa kommer det finnas en mingd av kandidatspar som inte over-
stiger antalet tickningsenheter. Denna mingd reduceras sedan i en andra fas
av algoritmen. I och med att alla hittade tickningsenheter finns med i nagot av
kandidatsparen sa undanrdjs behovet att sirskilja tillstand beroende pa tidigare
uppfyllda tickningsenheter. Detta leder till en stor reduktion av tillstindsrym-
den.

Baserat pa var syn pa tickning si definierar vi ett sprak, i form av
parametriserade observatdrsautomater, som kan anvédndas for att formellt
beskriva tickningskriterier. Vi visar att spraket dr tillrdckligt uttrycksfullt
for att beskriva en uppsjo av tickningskriterier som dr vanliga i litteraturen.
Detta inkluderar kinda typer av tdckningskriterier sdsom logik-, dataflodes-
och projektions- (abstraktions) kriterier. Med detta sprak definieras ocksa
hur tillstandsrymden hos véra specifikationsmodeller behdver utdkas for
att kunna hitta alla tickningsenheter. Det 4r de kriterier som anvéndaren
definierar som indirekt ger instruktioner till hur algoritmen ska arbeta.

I avhandlingen presenteras ocksa en helt automatiserad testbiadd, som
inkluderar bade urval och exekvering av tester. Vi har anvént denna testbadd
i en fallstudie av en WAP gateway, som vi gjort i samarbete med Ericsson.
Genom att vi gatt igenom alla steg fran att bygga modell till att fa resultat
fran exekverade tester sd har vi visat att tekniken dr anviandbar och fungerar
dven i en industriell miljo.
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1. Introduction

The fact that unreliable computer systems can cause severe problems in our
society is indisputable. Apart from the personal and material damage an in-
correct system can cause to its user or owner, it can also be costly for the
manufacturer. For these reasons manufacturers strive to make their systems as
error-free as possible.

For a system to function correctly, there are two things that are important:
validation, to ensure that the right system is built, and verification, to ensure
that the system is built right. In this thesis we will consider the verification
problem.

Testing is the dominating verification method for increasing confidence in
a computer system. It is the process of exercising a system in a controlled
environment and examine if its behavior complies with the requirements of
a system. There are other quality improvement techniques used by software
engineers as part of the verification process. Other techniques include code
walk throughs, code inspections, and code reviews.

The purpose of testing is to reveal faults in the system. Testing can only
show the presence of faults, not their absence. There are two main challenges
in testing, to select and to execute test cases.

We will consider testing of the logical and temporal correctness of a sys-
tem, i.e., functional testing. There are many other types of testing. Among
them stress testing, which is often used interchangeably with both load test-
ing, and performance testing, i.e. testing when the system is heavily utilized.
A duration test is a test of the ability of a system to run over a longer period
of time, and robustness testing, sometimes called negative testing, conducted
by sending invalid input data, are also outside the scope of the thesis.

I.1 Real-Time Systems

A real-time system is a system where the behavior of the system depends not
only on the input but also on the timing of the input. Such system can also have
requirements on the timing of its outputs. In order to test a real-time system,
we have to take into account not only what inputs to supply to the system,
but also when to supply them. For correct behavior of a real-time system, a
response should not only provide correct values, but the values should also be
provided at the right time-points.
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Figure 1.1: Black box testing

We illustrate a few different timing requirements. (i) A machine that is
filling up soda bottles must stop after a certain amount of time in order not
to overfill. Hence the specification of an embedded controller of the machine
shall require an output from the controller to stop filling after that time.

(ii) A computer that distinguishes between single- an double-clicks from
an input device must measure the time between two consecutive clicks. First
after waiting the maximum time bound for a double-click, the computer can
determine a first click as a single-click. If a second click arrives earlier, then
the two clicks should be interpreted as a double-click.

(iii) A car control system might have to react to a brake signal within a
given time bound. During the reaction time, the engine ignition must still be
on time with the requested precision.

1.2 Testing

Testing of system behavior can be categorized into white box and black box
testing. In white box testing, also called structural testing, or glass box testing,
tests are derived from knowledge about the structure of the software and from
implementation details. In black box testing, also called functional testing, test
data are derived from the specified functional requirements without consider-
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ing the internal program structure [ABC82]. The implementation and the test
cases can be developed in parallel, by two separate teams.

In Figure 1.1, acommon setting for black box testing is shown. From a spec-
ification of the system, test cases are derived. A test case includes input values
that stimulate the system to test some chosen functionality. This could be pa-
rameters to start the system or sequences of input data. For real-time systems
also the timing of the input data should be supplied. The fest case generation
results in a collection of test cases called a fest suite. The generation may be
done manually or automatically.

After the test suite is produced, a fest harness executes the test suite against
the implementation under test. This produces a test result, which is compared
to the expected result, prescribed by the specification, by a test oracle. The
test oracle delivers a verdict for each test case in the test suite. Ideally, the
verdict of a test should be pass or fail. If all generated tests pass, then this
shows conformance between the test and the specification.

A failed test is a system failure, i.e., the system does not deliver the expected
result (erroneous or with incorrect timing). If the test is carried out under the
specified circumstances, then the failure shows that the system has an error,
i.e., a design flaw. When a test fails we identify the fault (the defect) causing
the failure.

If a test has failed, the system (as a whole), does not conform to the test.
The test itself might not conform to the specification, and in that case the test
case should be changed and not the system. Further, the specification may not
express the intention of the system. In this case the the specification may be
changed and the test cases rewritten.

Often the expected test result can be incorporated into the test cases so that
the test harness can make the verdict itself; in this case the oracle is a part
of the test harness. This is especially good if the test cases consist of long
sequences, because the test harness can stop further interaction and execute
the next test case if it discovers an error.

1.3 Test Case Selection

For a program (or a function) that takes a finite set of input parameters, each
of which has a specified input domain, testing all combinations of parameter
values is referred to as exhaustive testing. The number of parameter combina-
tions can be very large, which makes exhaustive testing not applicable in most
practical cases.

One way to reduce the number of test cases in a test suite, and still test
all functionality in a specification, is by using partition testing. In partition
testing the value domains are divided into equivalence classes, and the tests
are selected so that at least one value from each equivalence class is tested.
Any values within the specified value domains can be chosen arbitrary. For

17



robustness testing, also values that exceed the minimum or maximum bound
of the domains can be chosen. Boundary values or extreme values are the
values that lie close to the border between valid and invalid data. It is typically
very interesting to select boundary values for tests.

If a system can receive arbitrarily long input sequences, and has an internal
state that is updated after each input then exhaustive testing is not possible.
Two examples of such systems are (i) a compiler that reads a source code
file as input (stream) and (if) an elevator controller that repeatedly reacting on
input events. In addition to input sequences being arbitrarily long, the timing
of the inputs matter for a real-time system.

If the internal structure of a system is known, as in white box testing, test
cases can be generated with knowledge of the actual code that is exercised
during test execution. It is possible to make one test suite tailored to test one
specific part of the code. The code can be instrumented to report which lines
are exercised, e.g., by using the gcov tool [VHWO03] or EMMA [Rou06]. A
test suite can be said to cover partially or fully the code with respect to some
measure of coverage, e.g., use of every statement or every branch in the code.
Such code coverage is typically used to measure the thoroughness of a given
test suite. It assists engineers to improve their test suites by pointing out the
parts not exercised. In Figure 1.1, the test suite would be affected by the spe-
cific implementation if white box testing is used.

A test purpose is a specific objective (or property) that the tester would like
to test, and can be seen as a specification of a test case. Test purposes can be
used to select test cases. As an example of a test purpose, we consider “test
of a state change from state A to state B” in a specification. For this purpose
a test case should be generated that covers the specific state change. If we
make a test purpose for all specified state changes, and generate test cases for
them, then we have a test suite that covers all specified state changes in the
specification. As a test case can cause several state changes, and thus fulfill
several test purposes, a test suite might have fewer test cases than the number
of test purposes it fulfils.

Non-deterministic specifications can be used if the cause of some decision
is unknown or the details that determine the decision are abstracted away. Be-
cause of the non-determinism, we will not always have one possible response
from an implementation, but several. We can use adaptive test cases, which
requires that the test harness has a decision tree for each test case.

If a test purpose is to exercise a particular state change in the model, and we
make a test case for this state change, then we cannot be sure that we will suc-
ceed (even with a correct system), if the specification allows non-determinism.
A decision tree can have arbitrary long branches without any guarantee of cap-
turing the desired behavior. When we reach a leaf of a decision tree, we still
might not have been able to exercise the desired behavior. We cannot give the
verdict fail, which would indicate that the system is non-conformant with the
test specification. Still, the test purpose is not fulfilled, and thus the verdict
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pass would be misleading. In this case we give the test the verdict inconclu-
sive. We can run this test again and we may get another result.

1.4 Model-Based Testing

Model-based testing is a black box testing technique where test cases are de-
rived from a model that specifies the expected behavior of a system. Formal
models with precise semantics are of extra importance, because they are suit-
able for automatic test case generation. In this thesis we regard a model as a
state-based formalism. This type of model-based testing is also called state-
based testing.

A common distinction in model-based testing is to separate the specified
system that is called controller and the environment of the systems that is
called environment. The relation between the models during exploration and
real world testing is shown in Figure 1.2. The upper part shows the model
partitioned as described above, and the lower part shows the implementation
under test (IUT) and the tester, e.g., the test harness or a human user. The com-
munication channels between the controller and environment in the modeling
world have a corresponding communication medium in the real world. It is
possible to create a fully open environment for the controller. This is achieved
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if the environment can send (and receive) any stimuli at any time. Such un-
constrained environment have the ability to be stateless.

Regression tests are tests that are executed after an update of a system. It
can be very costly to update the test cases manually after a change in the
specification. If model-based testing is used new test suites can be generated
after updating the model.

The most ambitious efforts to show conformance between a system and a
model is to check for every state and stimuli that the system makes the proper
transition. For each transition a test case drives the system to the source state of
the transition, makes the system perform the transition, and finally check that
the system is in the target state [Cho78, LY96, LPU(O2]. For more complex
systems this method experience the state explosion problem. To avoid state
space explosion other more selective methods, concentrating on test purposes
or coverage criteria, have been studied.

In structural testing the code coverage can be used as a measure of thor-
oughness for a test suite. In the same way coverage on the model can be
used as a measure of thoroughness for a test suite in model-based testing
[BGH99, BAKDO1]. Such a measure can be evaluated without execution of
the tests against an implementation. Test purposes can be used also for mod-
els [JJO5]. A system is constructed by parallel composition of an environment
model expressing the purpose and the controller model. If the environment
can reach a special state the trace will be a test case that fulfills the purpose.

State-space exploration engines needed in model-based testing is a built-
in feature of a model checker. A model checker can formally verify temporal
properties of a system model. Reachability properties is one type of properties
that a model checker can verify. A reachability property specifies that a state
with a certain property should be reachable, e.g., “There exists a reachable
state s so that P holds for s”. A state is defined as reachable in a model, if it
can be reached from the initial state by zero or more transitions.

One way for a model checker to check reachability is to explore the reach-
able states from the initial state, either until it finds a state where the property
holds or until there are no more states to explore. A path to such a state is
called a witness trace. It is a trace from the initial state to a state where the
property holds.

It is possible to transform the problem of test case generation into a reach-
ability problem. The main idea is to use a reachability property to determine
if a test purpose can be fulfilled. In [HLSU02, HCL"03], Hong et al use a
model checker to generate test cases for data-flow criteria, e.g., definition-use
pairs. In the case of definition-use pairs each pair is described as a property
and (if the purpose is fulfilled) the model checker returns a witness trace for
that particular pair. A test suite for the total criterion is thus the collection of
the traces form all pairs.

If a test suite satisfy a coverage criterion, it guarantees that the test suite
exercise the system with a certain thoroughness. This can be considered as

20



a quality measure, but is not the only way to measure the quality. Much ef-
forts have been spent to produce test cases that distinguish a mutant from the
original specification. A mutant is a program that is similar to the correct spec-
ification but is slightly changed in some way, e.g., a logic AND instead of a
logic OR in a decision. Mutant analysis have been practiced by e.g., Ammann
et al [ABMO98].
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2. Modeling Timed Systems

In model-based testing a model is used as the specification. A model is an ab-
straction of a desired system behavior, which can consist of the combined be-
havior of applications, OS, hardware etc. Benefits of modeling includes under-
standing of the specification in an early stage, and exposition of ambiguities
in the specification and the design. For some types of models, model checking
tools (such as SPIN [Hol97] or UPPAAL [LPY97]) can be used to formally
verify properties of the model, in order to find errors in a model before imple-
menting it. Errors found late in a project are known to be more expensive than
errors found early. Thus, it is important to make a correct specification.

The abstraction process results in a model. Different types of abstractions
often have to be made to construct a model. For example, an integer variable
that is used only by a model in a decision that evaluates whether the value is
odd or even, can be reduced to two abstract values “integer-odd” and “integer-
even”. An [P-number used when communicating with a system is typically
something that can be abstracted away completely.

The right level of abstraction is crucial for any model-based technique to
be successful. If a model is too abstract, the targeted functionality cannot be
tested, because details important to distinguish different cases are missed. If
the model is too concrete, the construction of the model is as error prone as a
full implementation. In state-based testing the control states are in focus and
data that does not affect the control behavior can be abstracted away e.g., the
payload in a network protocol.

An abstract test case generated from a model is on the same abstraction
level as the model it is derived from. If we have an abstract test case with
the abstract values “integer-odd” and “integer-even” for a variable, then we
can replace “integer-odd” and “interger-even” with, e.g., 0 and 1. Only when
all abstact values have been replaced with concrete values, the test case can
be executable. Other data that have been completely abstracted away must of
course also be added, e.g., [P-numbers.

For a given system, it is possible to produce many models of different as-
pects. If there are different functionalities that are orthogonal to each other, it
is often easier to validate each functionality in a separate model than to vali-
date a combined model. To have a valid model is the base requirement for any
model-based technique.
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amount >= 10 amount < 10
ticket? add5?
amount:=amount-10 Waitm amount:=amount+5

amount < 10

displayPayMore! display|

amount >= 10

gotTicket displayPressTicket!

é printTicket!

Figure 2.1: EFSM model of a parking ticket machine.

2.1 Untimed State Machines

In this section we will introduce state machines without time. A finite state
machine (FSM) is an abstract machine with a finite set of locations L, a finite
set of edges E, and a finite set of actions Act. One of the locations [y € L is
the initial location. An FSM uses actions to interact with its environment. An
edge is a triple (/,a,!") € E that has a source location / € L and a destination
location I € L and is labeled with an action o € Act.

In our case the actions can be partitioned in input actions, output actions,
and internal actions. We will use the convention that an input action is suffixed
with “?”, and an output action is suffixed with “!”’. An internal action has no
suffix.

An extended finite state machine (EFSM) consists of locations L, edges E,
actions Act, and variables V. The location [y € L is the initial location. Each
variable x has a value domain. An edge is a quintuple (/,g,0,u,l") € E that
has a source location / € L and a destination location I’ € L and is labelled
with a guard g, an action o, and an update u. The guard g is a predicate over
V, and the update u is an assignment where each variable v is assigned a value
from an expression over V. If there is no assignment the variable values are
unchanged.

A state of an EFSM is a tuple (/,6) where [ € L and ¢ is a mapping from
V to values. The initial state is (lo,Go) where Gy is the initial mapping. A
transition between two states, i.e., from (/,6) to (I',6’) is possible if there
is an edge (/,g,0,u,l') € E where the g is satisfied for the valuation 6, ¢’
is the result of updating ¢ according to u, and a is an action that require
communication with the environment, if the action is not internal.

If we assume that every variable has a finite domain in an EFSM, then
the EFSM can be viewed as a compact notation of an FSM. It is possible to
unfold the EFSM such that each EFSM state is an FSM location and each
EFSM transition is an FSM edge.
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In Figure 2.1 an EFSM modeling a parking ticket machine is shown. The
initial location is named display. There is one variable amount that is initially
0. As a first transition the EFSM can only output the action displayPayMore
that models displaying the message ‘“Pay more”. In the wait location, the user
can add 5 credit coins that increment the value of amount. If the user has paid
enough for a ticket, the EFSM outputs the action displayPressTicket, else it
outputs the action displayPayMore. After an output displayPressTicket from
the EFSM the user can input ticket and get an output printTicket in return.
Note that the wait location is used in three different states (wait,0), (wait,5),
and (wait, 10). In the first two the user is allowed to add more credits, and in
the last the user is allowed to request a ticket.

2.2 Timed Automata

We use timed automata [AD94] to model timed systems. Let X be a set of
non-negative real-valued variables called clocks. Let 4(X) be a set of guards
on clocks generated by the grammar

gu=xMXc|x—yxc|giNg

where x,y € X, ¢ € N, and <€ {<,<,=,>,>}. A timed automaton consists
of locations L, edges E, actions Act, and clocks X. One of the locations /y € L
is the initial location. An edge (I,g,0,r,!") € E has a source location / € L and
a destination location I’ € L and is labelled with a guard g € ¢(X), an action
o € Act, and set of clocks to reset r C X called reset.

A state of a timed automaton is a tuple (/,6) where / € Land 6 € RYisa
mapping from X to non-negative real-time values. The initial state is (o, Go)
where Oy is the initial mapping where every clock is mapped to 0. There are
two kinds of transitions, discrete transitions and delay transitions. A discrete
transition between two states written (/,6) <> (I',6”) is possible if there is
an edge (/,g,0,r,!") € E where the guard g is satisfied for the valuation G,
where r is an update so that 6’ = ¢[x/0] for all x € r, and o is an action.

In a delay transition between two states written (/,G) LN (l,0 +d), where
d € R-p, and ¢ +d denotes the result of incrementing all clock values in
¢ with d. Locations can have invariants, that set an upper bound on a clock
value. The bound constrains the delay so that the automaton is not allowed
to stay in the location forever. Timed automata use dense time, which means
infinite precision of clocks.

In Figure 2.2 a timed automaton modeling an explosive pen is shown. A
double-click, i.e., an input click twice within the time bound C, will arm the
pen to explode after B time units. Here B and C are positive integers. An
armed pen can be unarmed by another double-click if the double-click is sup-
plied before the explosion. The explosion is modeled in the automaton by the
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dc2ARMED ARMED
UNARMED c<=C b<=B BOOMED

e\ click? c:=0 e c<C click? b:=0 e b==B boom!

c<C click? b==B boom!
o/
dc2UNARMED
c<=C,
b<=B

Figure 2.2: Timed automaton describing the function of the explosive pen in the movie
Golden Eye

output boom. If the pen works correctly it could be used for its purpose safely.
Needless to say, incorrect use could be devastating.
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3. Coverage

Time and money are commonly used criteria to determine whether to end the
testing of a product or not. Unfortunately these criteria do not set any quality
standard on the product. When should then a system be considered to be tested
thoroughly enough? Without any objective measure this is a hard question. If
parts of the system are not exercised at all, then the system is probably not
tested thoroughly enough.

A test suite can be measured with respect to the amount of code it exercises,
e.g., by measuring the number of statements executed in the system under test.
The number of statements exercised can be compared with the total number of
statements, and the percentage can be calculated. A criterion for enough thor-
oughness can be to exercise a certain percentage of the number of statements.
Here we use statements as our measure, but we could also use the exercised
branches between statements. If we use the statement measure, a test suite is
said to cover a statement, if the statement is exercised (at least once) during
an execution of the test suite. Coverage with respect to the statement mea-
sure is called statement coverage [Mye79], and coverage with respect to the
branch measure is called branch coverage [Mye79]. Statement coverage and
branch coverage are examples of coverage criteria that can be used to measure
coverage provided by a test suite.

There are many other coverage criteria. We will give an overview of several
other coverage criteria later in this section. For this purpose we will use the
terminology from Paper I1I of this thesis, to explain the coverage criteria. We
assume that all coverage criterion consists of a set of measurable items. We
will use coverage item as a generic term for a measured item. For statement
coverage, exercising a statement will fulfill a coverage item. There will be one
coverage item for each statement. Thus, to achieve full (statement) coverage
all statements must be exercised.

It may not be possible to list all (feasible) coverage items without sophisti-
cated analysis of the code. Even then, a coverage criterion must describe how
to identify a coverage item and how to distinguish coverage items from each
other.

For model-based testing, analysis of coverage with respect to a criterion,
can be used to guide test suite generation. When a black box test suite is
executed, the actual code coverage can be measured. Based on the result, ad-
ditional test cases can be added. White box measures can thus complement
test suites generated with black box techniques.

27



In an EFSM (or other models as FSM or TA) to visit all locations is called
location coverage, and to traverse all edges is called edge coverage. In the
remainder of this section, we first describe some classic logic-coverage criteria
in their original context of code. We then describe data flow and projected state
coverage in an EFSM context.

3.1 Logic Coverage

White-box testing is concerned with the degree of thoroughness to which test
cases exercise the logic (or source code) of the program. We distinguish be-
tween decisions that decide the continuation of the program control and state-
ments that are non-branching. In an if-statement (in a C-like syntax)

if (x=2Ay>06)s;;else sp;

the decision is “x =2 Ay > 6”. It decides which of the branches of statements,
s1 or 57, the program control should follow. Subexpressions that do not contain
A, V, or — are called conditions, e.g., x = 2 and y > 6. The execution order or
branching inside a decision is not considered.

We have already described the statement coverage criterion, which requires
a test suite to execute each statement in the system under test. If 100% cover-
age cannot be achieved, then there must be some dead code in the implementa-
tion. Statement coverage is similar to line coverage or basic block coverage. In
basic block coverage a sequence of non-branching statements is the measured
unit, but because basic blocks are non-branching, basic block and statement
coverage are equivalent metrics, given that full blocks are always executed.
In statement coverage each statement corresponds to a coverage item. The
statement identifies the coverage item.

We have also described decision coverage (DC), but under the alternative
name branch coverage, which stipulates that each possible branch must be
traversed, e.g., both the true and the false branch must be traversed for an
if-statement. In a switch-statement all cases must be traversed. This means
that the decision expression is considered as one unit without considering its
conditions.

For a decision, e.g., ¢; V ¢7 in an if-statement, where c¢; and ¢, are condi-
tions, DC can be achieved by two test cases where the conditions evaluate
to {c| = true,c, = false} and {c| = false,c, = false}, i.e., the truth value of
condition c¢; is not changed. In DC each outgoing branch from each decision
corresponds to a coverage item. The branch identifies the coverage item.

The condition coverage criterion (CC) [Mye79] is sensitive to each con-
dition as it require all possible outcomes of each condition in a decision. In
general CC is a stronger criterion than DC, but this is not always true. For a
decision, e.g., c; V ¢ in an if-statement, CC can be covered by test cases where
the conditions evaluate to {c| = true,c, = false} and {c| = false,cy = true}.
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As both evaluations of ¢; V ¢; become true, DC is not fulfilled and the false
branch will never be traversed. In CC a coverage item is identified by a tuple
(ci,b), where c; is a condition in the code, and b defines the truth value of ¢;,
i.e., there are two coverage items for every condition.

The multiple condition coverage (MCC) [Mye79] requires that all possible
combinations of outcomes of the conditions in each decision must be exer-
cised. Let d; be an index that identifies the i decision, n; be the number of
conditions in d;, and K; be a tuple of truth values of the possible outcomes of
the conditions of d;. In MCC a coverage item is identified by (d;,k;), where
k; € K; is an outcome of the conditions of the decision d;.

A relaxation of the MCC criterion is the modified condition/decision cov-
erage (MC/DC) criterion created by Boeing [RCT92, CM94]. It requires (for
each decision) every condition to modify the outcome of the decision without
changing the truth values of the other conditions in the decision. As the mod-
ifying condition must change the outcome of the decision without changing
the other truth values MC/DC subsumes both DC and CC.

In MC/DC a coverage item is identified by (d;,c;), where c; is a condition
in a decision d;, so that c¢; has made the decision d; both true and false without
changing the other conditions in d;. We will use the intermediate information
(cj,kj,truey and (c;,k;,false), where k;j is a tuple of truth values for the other
conditions than c; in d;. Because of the requirement that the other conditions in
the decision d; are not allowed to change their truth values (c;,k;, true) cannot
exist without (c;, k;,false). This might look a lot like CC, but we have differ-
ent conditions for the coverage items. Again for a decision, e.g., ¢; V ¢3 in an
if-statement, CC can be covered by test cases where the conditions evaluate to
{c1 = true,c, = false} and {c, = false,c, = true}. All the possible CC cov-
erage items are covered, i.e., (c1,true), (ci,false), (cy,true), and (c,false). If
MC/DC is applied for the same test suite no cover items are covered. If we
add a case where {c| = false,c, = false}, then MC/DC will be covered, i.e.,
{c| =true,cy =false}, {c| =false,c, = false} will give (c;), because we have
(c1,ky,true) and (cy,k;,false) where k| = (false), only c¢| change. The second
coverage item (c;) (only ¢, change) is covered by {c; = false,c; = true},
{c1 =false,cy = false}. Note that the decision must be visited twice to fulfill
one coverage item. It is possible that this requires two test cases.

Switch coverage [Cho78], is a classic coverage criteria. The possible path
of control flows can not only split up in decisions they can also join, e.g.,
after an if statement. A “switch” is a combination of the entrance and the exit
branch of a basic block. If a basic block has two incoming and two outgoing
branches there are four possible “switches”. Put it another way, a coverage
item of the switch coverage criterion is a pair (b, bou ), Where by, and by,
are branches between basic blocks. The coverage item (b;,, b, ) is fulfilled if
the branch b;, is the entrance and b,,; is an exit of a basic block. This can be
extended to n-tuples where n consecutive branches are exercised to fulfill the
coverage item.
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3.2 Data Flow Criteria

Data flow testing criteria [CPRZ89] are among the most common criteria We
first make some definitions. A variable is defined when it is assigned a new
value, e.g., ¢ is defined in the statement ¢ := k+ 1. A variable is used when it
is part of a computation or a predicate. An example of a computation-use (c-
use) is k in the statement ¢ := k+ 1, and an example of a predicate-use (p-use)
is x in a guard x = 1. A variable has a p-use in all types of decisions. When
we refer to the locations of the definitions or of the uses we will use EFSM
terminology, i.e., both assignments and guards are located at edges. Without
loss of generality we restrict the number of assignments on an edge to one in
the further presentation, thus an assignment can be referenced by an edge. A
path is a sequence of edges traversed by an automaton consecutively.

Assume a variable x is defined at edge e;. Consider a path ey, ey, ..., ep,
ey, where the variable x is not redefined in the sub-path ey, ..., e,, then the
definition at e; reaches the edge e,. In this case the sub-path ey, ..., e, is a

definition-clear path with respect to x.

Reach coverage [Her76, LK83], also referred to as definition-use pair (du-
pair) coverage is a commonly used criterion. It requires that a test suite in-
cludes all paths from a definition of a variable x to all the reachable edges
where x is used. A coverage item (x,ey4,e,) wWhere x is a variable, e, is an
edge where variable x is defined, and ¢, is an edge with a use. If a definition
of a variable x at edge e; reaches a use of x at edge e, with a definition-clear
path with respect to x, then the coverage item (x, ey, e, ) is fulfilled. Notice that
two different variables x and y can both be defined in e¢; and used in e, still
(x,eq,e,) and (y,eq,e,) would not always be covered for the same paths. This
is because a definition-clear path from e, to e, with respect to x might not be
a definition-clear path with respect to y and vice versa.

Another criterion is context coverage [LLK83] or rather definition context
coverage. A context of a variable definition is the edges where the variables
used for the definition is defined, e.g., for an assignment x := y + z the context
is (ey,e;) if y was defined at e, and z at e;, when x is defined. The criterion
requires that a test suite includes all paths so that for every definition of a
variable x, every different context of the definition is represented. A coverage
item for context coverage is a pair (e;,k;) where ¢; is an edge with a use, and
k; is a tuple of the edges where the variables used in e; is defined. The size
if k; depends on the used variables in e;. For used variables vy, ...,v, in ¢;, k;
consists of ey, ..., e, so that v; is defined in ¢; etc.

A similar criterion is ordered context coverage [LK83]. An ordered context
of a variable definition is a context where the edges in the context is listed in
the order of their definition, e.g., for a statement x := y + z the ordered context
is (ej,ez) where y was defined at e, and z at e, and the definition of y is
the more recent of the two. A coverage item for ordered context coverage is
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similar to one in context coverage with the difference that the positions in the
tuple k; are sorted in the order by the occurrence in the path to e;.

The all-paths [RW85] criterion is fulfilled if all possible paths are included
in a test suite. This is not feasible for general EFSMs that can have arbitrary
long paths or for code that has infinite loops. Here, we consider only systems
with a finite number of paths with a specific entry and exit point. The coverage
criterion is fulfilled if all paths from the entry to the exit point are included in
the test suite. A coverage item for the all-paths criterion consists of a single
parameter p that is a full path from an entry point to and exit point.

The all-defs [RW85] criterion is one of the easiest data flow criterion to
fulfill. It is enough to find one use for each definition. If we have a path that
contains a definition of a variable that reaches a use, then another path that
contains another use of the same definition does not cover any new coverage
item. A coverage item for the all-defs criterion (x, e;) requires that a definition
at edge e, of a variable x has a definition-clear sub-path with respect to x to
an edge where x is used.

The all-uses [RW85] criterion is another name for reach coverage. The all-
p-uses [RW85] criterion is similar to all-uses, but the use at ¢, must be a p-use.
The all-c-uses [RW85] criterion is similar to all-uses, but the use at ¢, must
be a c-use.

The all-du-path [RW85] criterion requires that all (definition-clear) paths
between a definition and a use with respect to the variable are included in the
test suite. A coverage item (x, p) is covered if there exists a definition-clear
path p with respect to a variable x, where p starts with an edge where x is
defined, and ends with an edge where the variable is used. The all-du-paths
criterion is stronger than all other definition-use criteria, because every du-
path must be covered.

In [Nta88], the Ntafos’ required k-tuples criteria are described. A 2-tuple
is simply a du-pair. We denote a du-pair (xj,e,e;), where the variable x is
defined at edge e; and used at edge e;. If at e,, the variable x; affects the
definition of x; in another du-pair (x»,e;,e3), then the two du-pairs are here
said to be coupled. Two coupled du-pairs forms a 3-tuple. Note that for a 3-
tuple there are three edges involved. The criterion, for k-tuples, requires that
a test suite includes paths so that every k-tuple is included.

A coverage item (e, xy, ..., X1, ex) for k > 2, where a variable x; is defined
at edge ey, a variable x;_; is used at edge ¢y, the edge ¢; where 2 > i > k—1
is an edge where a variable x;_; affects a another variable x;, and there is a
definition-clear path from e; to ey with respect to x; where 1 > j > k— 1.
Thus the definition at edge e affects the use at edge e;.
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adds5? add5?

N printTicket!
ticket?
amount_not_10 > < amount_10

displayPayMore! displayPressTicket!

Figure 3.1: A projected state machine graph. The ticket machine in Figure 2.1 has
been projected on the amount variable.

3.3 Coverage on Projected States

We have earlier described location coverage, i.e., to visit all locations in the
model. In an EFSM, states are defined by locations together with valuations
of variables. If we simply take the location of a state, then we have made a
projection from a state to a location.

Let M be an EFSM. We can describe the operational semantics of M as a
labeled directed graph G = (V, E), where vertices V corresponds to the states
of M and the labeled arcs E corresponds to the transitions of M where the
label is the action used. Let A : V — V’ be the projection function that maps
states in V to states in V'. As an example Aj,. : V — L, where L is the set of
locations in M, maps a state to the location of the state, e.g., Ao ((1,6)) = (I).
If A (v) =A(V'), where v,v/ € V then v and V' are in the same equivalence class.

Let p be an equivalence relation and [v] denote an equivalence class, where
v € V. A projected state machine graph [FHNS02] under a equivalence rela-
tion p is defined to be the labeled directed graph G' = (V',E’), where V' is
the set of equivalence classes under p, and E’ is the set of labeled arcs, where
an arc labeled a from [v] to [V/] in E’ exists if Js,s". A(s) = [v] A A(s') =
V] A (s5s') €E.

In Figure 3.1 a projected state machine graph is shown. We have projected
the parking ticket machine from Figure 2.1 on the variable amount. The equiv-
alence classes are amount = 10 and amount # 10. Notice that the projection
i1s non-deterministic, the add5 action is associated with two arcs without re-
strictions. As there is no other information in the projected states than the
equivalence class the target projected state is non-deterministic.

If we make a test suite that cover every arc in the projected state machine
graph, we note that there are two arcs labeled add5? to be covered, whereas
there is only one edge with add5? in the original model. A test suite must
cover both the case where a five credit coin is added and the total amount will
not sum up to ten credits and the case when the total credit sums up to ten.
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If we project the parking ticket machine from Figure 2.1 on equivalence
classes that are separated by both the location and the amount variable, we
would get the full state-space of the ticket machine. If there where more vari-
ables used in the ticket machine the projection might have been useful to con-
centrate on the behavior around the amount variable.
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4. Research Questions

As described in Section 1.4 model-based test case generation is a technique
to assist a test engineer to systematically select test cases from a model. To
select test cases so that a coverage criterion is satisfied, the model needs to be
systematically explored. Such exploration can be done with a model checker.
In reachability analysis a model checker explores all possible states of a sys-
tem in order to check whether a state with a given property can be reached
from the initial state.

Model checking techniques for untimed systems have been used to produce
test cases from a single test purpose. Is it possible for a model checker for
timed systems to produce a test suite that satisfies a coverage criterion? We
formulate our first research question:

How can model-checking techniques for timed systems be used
for test-suite generation?

Coverage criteria have often been described in natural language. For the pur-
pose of test case generation, model checkers have been used for single test
purposes (coverage items) characterized with temporal logical formulas. Ide-
ally, a formal language that is intuitive, flexible, and independent from the
model language should be used for coverage criteria specification. If so, an
algorithm that takes a model of a system under test and a coverage criterion
should be able to generate a test suite fulfilling the coverage criterion. We
formulate the research question:

Is it possible for an algorithm to accept a specification of a cov-
erage criterion and a model of a system, and generate a test suite
accordingly?

In our research group we have access to the code of a model-checking tool.
We suspect that the reachability algorithm found in a model checker is not the
most efficient algorithm for test case generation. If we utilize the fact that our
only interest is to generate test suites, can we then improve the algorithm, so
that it uses less time and memory? We express this as a research question.

How can model-checking techniques for timed systems be special-
ized for test-suite generation to use less time and memory?
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Our research project was at first sponsored by the VINNOVA competence cen-
ter ASTEC (Advanced Software Technology) and our research efforts were in
cooperation with industrial partners. This gave us the opportunity to focus on
techniques that are implementable and of practical use in an industrial envi-
ronment. We formulate the research question:

Is it possible to apply model-based specification and generation
techniques to test an industrial-sized timed system?
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5. Results

We have tried to answer the questions from the previous section in six research
papers. The first research question is mainly addressed in Paper I:

How can model-checking techniques for timed systems be used
for test-suite generation?

In the paper, we show how the model-checker tool UPPAAL can be used to
generate test cases for three common coverage criteria. We also define a class
of automata needed to get reproducible test traces. In Paper III we address the
second research question:

Is it possible for an algorithm to accept a specification of a cov-
erage criterion and a model of a system, and generate a test suite
accordingly?

In the paper we present a test case generation algorithm that from an EFSM
model and a coverage criterion generates a test suite that satisfies the crite-
rion. The presented algorithm can thus be used for any coverage criteria. To
specify coverage criteria we use observer automata with parameters that is
used to monitor and accept traces. Paper Il and Paper IV address the research
question:

How can model-checking techniques for timed systems be special-
ized for test-suite generation to use less time and memory?

In Paper I we had to change the model for each coverage criterion. This is
automated in Paper II where we also present a pruning technique. In Paper IV
we present a novel algorithm for test case generation. Our experiments show
that the algorithm outperforms (in time and memory) our earlier algorithms
that are based on reachability analysis. We address the last research question
in Paper V and Paper VI:

Is it possible to apply model-based specification and generation
techniques to test an industrial-sized timed system?

In these papers we describe the novel test case generation tool COvER and the

framework around it. In Paper V we describe a case study done in cooperation
with Ericsson AB. In the case study, we automate test case generation and ex-
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ecution for a WAP gateway developed by Ericsson. We execute and evaluate
test suites generated from a model of the gateway, according to several cov-
erage criteria. The coverage criteria were specified with coverage observers.
The used model consist of multiple layers with simultaneous transitions. We
now give a summary of the enclosed papers follows.

Paper I: Time-optimal Real-Time Test Case Generation
using Uppaal

In Paper I we demonstrate how the problem of test case selection can be trans-
formed to a reachability problem. We show how test suites for both single
test purposes and coverage criteria can be generated with the UPPAAL model
checking tool. Especially, we apply the minimum cost reachability analysis,
found in UPPAAL, to generate a test suite that has the shortest execution time,
and still fulfills the given coverage criteria. The rationale for this is not primary
to stress the system but not to wait unnecessary long time when executing the
test cases. In this paper we also define the deterministic input enabled output
urgent timed automata (DIEOU-TA).

We annotate the model to keep track of coverage items. The coverage is
saved in auxiliary variables in the model. If a state is found during state-space
exploration, where all such variables are set, then the trace to that state is a
trace that fulfills the coverage criterion. Thus, the problem of finding a trace
that fulfills a coverage criterion is reduced to a reachability problem. If it is
impossible to find full coverage with only one test case, we show how to
decorate the model so that the system can take a transition to its initial state
with the accumulated coverage item information kept intact.

We present experiments on how the technique scales regarding time and
memory of the test case generation. A major drawback of this approach is that
the model must be annotated for every new coverage criterion. In Paper II we
describe an implementation that makes such modifications superfluous.

Paper II: A Test Case Generation Algorithm for
Real-Time Systems

In Paper II we automate the test case generation of the coverage criteria de-
scribed in Paper I. We present an abstract algorithm for symbolic reachability
analysis with coverage, in which a pruning technique is used. We also de-
scribe some aspects of a prototype implementation and show some experi-
ments, which demonstrate the benefits of the pruning technique.

In this paper we do not use manually annotated auxiliary variables to store
the information of the coverage items as in Paper I. Instead we keep track of
the information by extending the ordinary model states with additional data.
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Bit-vectors are used to represent both the covered items and (as in the case of
the definition use pair data-flow criteria) information, which affects the future
possibilities to reach cover items.

Our pruning technique can be defined as follows: A state s” is pruned if
the algorithm has, before exploring s’, found a state s such that s and s” have
equal model states and the coverage of s’ is subsumed by the coverage of s. As
we use a symbolic representation of time we also require the symbolic model
state of s’ to be included in the symbolic model state of s to prune s’.

A weakness of the solution in Paper II is that only the criteria that are im-
plemented in the tool are available to the user. This issue is addressed in Pa-
per III. Another issue is the efficiency of the algorithm, which is addressed in
Paper IV.

Paper III: Specifying and Generating Test Cases Using
Observer Automata

In Paper III we present a technique for specifying coverage criteria and a
method for generating test suites for systems whose behaviors can be de-
scribed as extended finite state machines (EFSM). The technique is demon-
strated for EFSMs but is also applicable for other types of models, e.g., timed
automata (DIEOU-TA). We use observer automata to monitor traces. The
technique is expressive and we demonstrate this by specifying a number of
well-known coverage criteria based on control- and data-flow information us-
ing observer automata. Further we represent the set of observer locations in
a state as a bit-vector, and show how to encode the transition from one set of
observer locations to another, given the EFSM transition.

The coverage observer language has its most obvious benefits with data-
flow coverage criteria. They can also be used to express equivalence-class
based coverage criteria as projections of the state-space of the EFSM.

The paper describes a language to specify predicates and some example
predicates, which are useful in EFSM models. These are used to show the
principles of observers and their semantics. The predicates used in an imple-
mentation of the observer technique will of course depend on the context.

Paper 11l is a paper about ideas of how to express coverage and how to
monitor coverage during model exploration. To evaluate if our approach is
useful in practice we have implemented the ideas in our tool COVER that is
presented in Paper VI and used in a case study described in Paper V.
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Paper IV: A Global Coverage Algorithm for Model
Based Testing

In Paper IV we present a novel reachability algorithm for test case generation
that makes use of the union of the coverage found in every search branch
throughout the exploration.

The algorithm explores a state only if it might increase the total coverage.
Every time a new (fully satisfied) coverage item is found, the algorithm puts
the trace into a preliminary return set. The algorithm exits its first phase when
the total coverage has reached its threshold or if there is no more states to
explore. The preliminary return set is reduced in a second phase. We use a
simple algorithm to reduce the preliminary return set. The set of traces is
reduced until there is at least one unique coverage item covered in each trace.
The algorithm then returns the reduced set of traces.

When the number of coverage items is known in advance or is specified by a
user the algorithm returns a set of traces that together cover the required num-
ber of coverage items. As we use a breadth-first search strategy we find each
coverage item in a minimal number of steps. Thus the search depth is limited
to the coverage item that needs the most number of steps to be satisfied. When
on the other hand the number of coverage items is unknown the algorithm will
return after exploring a smaller state-space than the compared algorithm from
Paper II as satisfied coverage items do not need to be considered when two
states are compared.

Compared with algorithms that first generate the state space of the model
and then compute test cases, our algorithm benefits from techniques devel-
oped for symbolic model checking, e.g., inclusion of symbolic states in timed
automata models.

In the paper we provide performance data from runs of trace generations to
compare our novel algorithm with the one in Paper II. In a number of experi-
ments our new algorithm is able to generate test suites for bigger models and
for more complex coverage criteria than the one in Paper II.

Paper V: Model-Based Testing of a WAP Gateway: an
Industrial Case Study

In Paper V we present experiences from a case study where the techniques
from Paper I to IV have been applied. In the case study we verify that a wire-
less application protocol (WAP) gateway conforms to its specification. The
WAP gateway is developed by Ericsson and used in mobile telephone net-
works to connect mobile phones with the Internet.

We present a complete test bed including generation and execution of test
cases. The test bed takes as input a model expressed as a timed automata
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network and a coverage criterion expressed as an observer, and returns a set
of test cases with their verdicts.

The COVER tool is used to produce abstract test cases in the form of timed
traces. A custom-written tool, tr2mac [Vil05] is used to create scripts from
the timed traces produces by COvER. It identifies the packages sent between
the environment and the gateway in the traces and outputs a script file that in-
cludes instructions to send/receive packages together with the delays between
them. The package names refer to prefabricated packages in a repository. The
Ericsson legacy tool TSC2 that is able to evaluate the timing and data of the
received packages executes the scripts, produced by tr2mac.

The functionality of two layers, the session layer (WSP) and the transac-
tion layer (WTP), have been modeled in great detail. Other layers have been
abstracted as much as possible. The modeling of the interaction between the
gateway and its environment is done so that all data relevant for the WSP and
WTP layers is represented in the model.

In the WTP layer, sequence numbers called transaction ids (TIDs) are used
to separate the transactions. The domain of the TIDs is large so it would not
be feasible to exhaust the state space without abstraction. Unfortunately, the
behavior of the system is dependent on the relations of the TID values.

With help of an abstraction that preserve the relations between the TID
values present in a model state, we are able to make equivalence classes of
states. The classes are equivalent with respect to future coverage, as long as
the TID values are not part of the coverage criterion themselves. A comparison
between two states is done in the abstract state space, but the transitions are
computed with the concrete TID values to simplify the generation of real test
cases.

The case study was successful. Traces for test suites were produced by
COVER for a handful coverage criteria. The traces were successfully converted
to test scripts that were executed against the WAP gateway. Discrepancies
were found between the model and the real system. Analysis of the discrep-
ancies gave that some errors were located to the model and some were located
to the system.

Paper VI: CoVer — A Test Case Generation Tool for
Real-Time Systems

In this paper we present the COVER tool in which we have implemented the
ideas from Paper I to V. The paper briefly describes some of the features of
the tool including: (i) an efficient generation algorithm (Paper 1V), (ii) an
observer automaton input language for specification of the coverage criteria
(Paper III), (iii) model compatibility with UPPAAL, (iv) generation of test
suites in XML format with symbolic names, and (v) a query language that
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can further specify how test case generation should be performed, e.g., which
automata to consider for coverage.

The main design decisions of the tool are presented in the paper. For in-
stance we decided that the observers should be model independent and that
the query language should be able to restrict the possible values of the ob-
server parameters.

The current implementation is based on the verification engine of the Up-
PAAL tool called verifyta. One of the parts that are added in COVER is the
observer engine library. The library is designed to deliver a coverage observer
service to any model checking tool that adapts to its interface. The paper
presents on an architectural level how new parts are integrated with verifyta.
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6. Related Work

6.1 Model-Based Testing of Timed Systems

In the literature, there are several work of test case generation from specifi-
cations of timed systems [SVDO01, CKL98, ENDKE98, CO00, Kho02, NS03,
LMNOS5].

To make the automata deterministic Springintveld et al [SVDO01] use similar
restrictions as we do in Paper 1. For testing purposes, they discretize the time
into a grid automata (with constant delays) based on regions and generate test
cases using Chow’s classical W-algorithm [Cho78] based on characterization
sets. Another work that defines a determinizable timed automata is by Khomsi
et al. [KIMO4].

En-Nouaary et al. [ENDKE98] extend the generalized partial W-method
(Wp-method) [LvBP94] to timed input/output automata. In a grid-automaton
with synchronized actions all actions are discrete including delays, as in an
FSM. The automata used have no restrictions as our automata and if we con-
sider input and delay as tester actions and output and clock reset as response
actions such automaton is non-deterministic. En-Nouaary et al. transform the
automaton to an non-deterministic automaton with transitions labeled with
tester action/response action pairs. This is an observable non-determinism on
which the generalized Wp-method can be applied. After the last transition the
current state can be calculated by the observed response. We do not use dis-
crete states in the model we are generating from, thus our state space is not
sensitive to the size of the delays in the same manner. For number of clocks
used, the complexity increase roughly equal for the both approaches.

Typical for methods using the W-method or other checking sequence tech-
niques is that they rely on a fault hypothesis. Typically the faults can be; action
or output faults, transfer fault, extra transition in implementation, and missing
transition in the implementation. The method is sensitive for the number of
states in the specification. In our method we can often find test cases without
even generating all states in the specification.

It can be helpful to give restrictions of the environment to avoid generating
uninteresting test cases. These restrictions can also be seen as guiding to espe-
cially wanted test cases, e.g., it can be of the form of a test purpose. Castanet
et al. [CKL98] make a synchronous product between a system automaton and
an acyclic test purpose automaton, where the test purpose automaton has an
accepting subset. If this subset can be reached then a test of the given purpose
can be generated. We show in Paper I that this approach is valid in our setting.
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Cardell-Oliver [CO00] uses UPPAAL timed automata as we do. Checking
sequences are not used for the full system but for some aspects. Test views that
are part of a test plan are used to focus on some functionality, which make the
size of the system suitable for generating test cases. Test views are related to
test purposes.

Khoumsi [Kho02] uses timed automata, assuming determinism but not out-
put urgency. The model is transformed into an se-F'SA, which is an automaton
where clocks and their operations have been replaced with set and expire ac-
tions. The translation keeps the behavior of the automata. This is equal to the
symbolic representation in UPPAAL with the extension of equivalence classes
done by Nielsen and Skou [NS03] to get feasible traces. A test execution pro-
gram can get exact instructions from the se-FSA for the needed timers and the
values that must be set, the output to be observed, and the inputs possible to
send. The expiring of the timers and the output gives the test execution pro-
gram information of the state changes the implementation should do in order
to conform to the specification. Test sequences are generated from the se-FSA
with the generalized Wp-method.

Another type of restricted non-determinism is event recording automata
(ERA) [AFH94], which is a determinizable subset of timed automata. ERA
is basically timed automata where the is one clock per action and a clock is
reset on the corresponding action. ERA is used in the work of Nielsen and
Skou [NS03] where the model is determinized and the symbolic states found
is divided into equivalence classes. In test cases where the specification gives
the implementation freedom to choose an output (among several) the outcome
trace is classed as a may trace. If it does not give the freedom then the trace
is a must trace. May and must traceability was proposed by De Nicola and
Hennessy [NH84]. The base of the symbolic state exploration of Nielsen and
Skou’s tool is UPPAAL, as in our tool. We do not require ERA, but determin-
istic automata. In fact, as we require deterministic automata we always know
at what timepoints clocks are reset in the system. The graph constructed by
Nielsen and Skou is general and could be used as any untimed graph to find
test cases. In contract, the state-space generated by our reachability algorithm
is sensitive to the coverage criterion given to our algorithm.

Higashino et al. [HNTC99] use timed I/O automata where the timing of
the specified system is not controllable. The intervals where the action can
happen are analyzed and may and must test are generated with the UIOv-
method where, for each state, a transfer sequence and a succeeding unique
input/output sequence are treated as a test case.

Cleeaveland and Zwarico [CZ91] present a framework for generating pre-
orders not only for non-determinism but also for timing behavior. A system
may (or must) be “faster-than” a compared system. This is for example useful
when stimuli is only accepted for a certain amount of time because no out-
put is given when the system stops accepting the input. Krichen and Tripakis
[KTO04] use non-deterministic and partially observable timed automata. They
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also analyze must and may preorder of trace inclusion. Further they generate
digital clock-tests which measure time with a periodic clock. This is useful for
a test program in practice and similar to the approach by Khoumsi [Kho02].
The method can simulate clock drifts which can generate less strict test cases.
The method can be used both offline (before test case execution) and online
(during test case execution).

Larsen et al. [LMNOS5] is also using online testing. The tool used is T-
UpPPAAL now renamed to UPPAAL TRON. As our tool, UPPAAL TRON is
based on UPPAAL but has no restrictions to deterministic automata as our
tool has. TRON tracks possible states of the specification during execution
and chooses input randomly. If there is no possible state an error is reported.
There is not yet any guidance in TRON, so no specific coverage is guaranteed.

6.2 Test Case Generation with Coverage Criteria

Our coverage observers are related to the work of Mandrioli et al. [MMM95]
that uses specification written in the TRIO language that extends classical
temporal logic to deal explicitly with time measures. In the work test cases
are generated using a history generator and a history checker. Hakansson et
al. [HJLO3] use TRIO to generate a test oracle. The explicit purpose of the
test oracles is to check safety properties during test execution.

Temporal logic is also used in the work of Hong et al [HLSU02, HCL 03]
to describe data-flow coverage criteria. They use a model checker to generate
test cases for a CTL formula. The implicit for-all quantification in our work
is a novelty. Hong et al. have to make a reachability search for each coverage
item. The witness returned is a trace which covers that particular coverage
item.

Related are also the work of Friedman et al. [FHNSO02]. The parameters of
our observers can be used in ways similar to projection coverage. To extract
the location from a state or the edge used to make a transition is a projection of
the state space. Friedman et al. use a test generation tool GOTCHA. Various
projections on the state graph of an EFSM can be specified with a simple
programming interface provided by GOTCHA.

There are some work that uses model checking to generate test suites that
satisfies a coverage criterion. Rayadurgam and Heimdahl [RHO1] generate test
cases with the SMV model checker. By hard coded coverage items they show
that a model checker can generate tricky coverage criteria as MC/DC. The
SPIN model checker has been used by Gargantini et al. [GRRO03] for similar
purposes.
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6.3 Tools for Model-Based Testing

There is a wide variety of test tool both in academia and in industry apart
from the already mentioned tools. The STG tool [CJRZ02] is a symbolic test
generation tool using the IOSTS (Input Output Symbolic Transition System)
[RABJOO]. Rusu et al. generates test cases from test purposes [RdBJOO] this
is similar to our test purposes generated in Paper I. The STG tool is related
to TorX [dBRS"00] developed by du Bousquet et al. STG and TorX are con-
formance test tools based on the ioco [Tre96, TdV00] conformance relation
defined by Tretmanns. Bouquet and Legeard describes the BZ-Testing-Tools
[BLO3] — a tool-set for animations and test generation from B, Z, and state-
chart specifications.

Other more loosely related tools are tools for model checking of code. The
Bandera Tool Set [HDO1] model checks properties of concurrent java soft-
ware. Bandera compiles java code and a specification in BSL (Bandera Spec-
ification Language) to the input language of several model checkers. Ban-
dera uses program slicing and data-abstraction (abstract interpretation) on the
model driven by the specification when it transform the code to the model
checking languages. BLAST [BCH'04] is a verification tool for checking
temporal safety properties of C programs. It constructs an abstract reachabil-
ity tree with program locations and truth values of predicates. It has two levels
of specification languages, i.e., observer automata and relational queries. Ob-
server automata monitors safety properties and relational queries that may
specify both structural and semantic properties much as our coverage ob-
servers although not used for the same purpose. Other tools that model check
programs are SLAM [BRO1] by Microsoft and JFP [VHB 03, KPV03] by
NASA.

Random testing addresses the problem of huge number of data sets. Spe-
cialized tools for random testing includes DART [GKSO05] by Godefroid et al.
GAST [KATPO03] by Koopman et al., and QuickCheck [CHOO] by Claessen
and Huges.

The GOTCHA tool [BGH"99] by Benjamin et al., mentioned in the pre-
vious section is a coverage-driven tool for generating test cases for hardware
architectures. GOTCHA was implemented as an extension of the Mur® model
checker. It has its own specification language GDL and builds a C++ file con-
taining the test case generation algorithm and the final state machine model.

The TGV tool [JJ05] is another ioco-based tool that is very rich in input
languages, e.g., SDL, UML, and IF. It builds a synchronous products of the
model and a test purpose on-the-fly to generate a test case for the purpose. An
interesting feature is that it defines points of control and observation (PCO)
that can be seen as multiple environment views similar to our approach in the
case study in Paper V of a WAP [For(1] gateway.
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7. Conclusion and Future Work

7.1 Conclusion

Our objectives with this thesis work have been to develop test techniques for
real-time systems, implement them in a tool, and evaluate them in a case study.
We have developed the tool COvER that is able to produce test suites. The user
specifies a model of a system and a coverage criterion from which COvER
produces a test suite that satisfies the coverage criteria. The development of
COVER began with the model-checker UPPAAL. By adding feature by feature
we have turned the model checker into a test generation tool. This evolution
is described in the thesis.

We first show that reachability algorithms are useful for test case genera-
tion of timed systems. Especially we generate test suites with full coverage
and minimal cost. We continue with the problem of specifying coverage crite-
ria and present an observer automata language for this purpose. The language
is flexible and can express many different coverage criteria including logi-
cal, data-flow, and state projection criteria. The user defines her own coverage
criterion that at the same time indirectly defines the way the test case gen-
eration algorithm works in the tool. Further, we develop a specialized reach-
ability algorithm for test case generation that avoids unnecessary state-space
explosion, caused by the coverage criterion, by using global information of the
exploration. All ideas presented in the thesis have been implemented in the
COVER tool. Except for proving the ideas feasibility we have also been able
to evaluate their efficiency. In an industrial-sized case study COvER has been
successfully used to generate test cases from a model of a WAP gateway. For
the case study we have developed a test bed that fully automates generation
and execution of test cases, and decides their verdicts.

The experiences from the case study clearly show that the problem of find-
ing a good abstraction for the system model is the hardest problem for a test
engineer that use model-based testing. Tests generated from too abstract mod-
els may not test the system enough and too detailed models can be as hard to
produce as the real system. For a model that has too much details, shortage of
time and memory can make it impossible to systematically explore the state-
space needed to find test cases that satisfies a coverage criterion. In our case
study, several sequence numbers for the WTP protocol were needed to test
all functionality. We let the numbers be in the model but used an abstraction
technique to explore only an abstract state space.
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7.2 Future Work

It would be very interesting to investigate how the observer technique can be
used for other types of models than the EFSMs and timed automata we have
used. We have implemented the tool so that the computations of coverage is in
a separate library with a generic interface. With an adaptor (that is also used
for UPPAAL today) other model checkers or similar state exploration tools
could make use of the library. We believe that the high abstraction level of the
predicates (guards of the observer edges) in the language makes it possible to
establish standard descriptions for coverage criteria, i.e., observer definitions
can be reused for many modeling languages.

One type of coverage that is currently not possible in COVER is coverage on
boundary values of clocks. This is partly because of the design decision that
we in the current implementation separate the transitions in the model that
generates new model states and the computation of the new coverage associ-
ated with the new states. Such separation is always possible for explicit states
but not for symbolic states. For a symbolic state the included transitions can
have different coverage, which is the case in e.g., boundary values. In COVER
time is treated symbolically and thus coverage criteria with predicates that in-
clude clock evaluations can be satisfied for a part of a symbolic transition. In
such case a generated symbolic target state would need to be split in parts.

In the current version of COVER partial satisfied coverage items are defined
by observer locations with parameters. For each such location the parameter
is a tuple of fixed length. Coverage criteria as, e.g., all-paths (for any finite
length of the paths) can be covered if a list of dynamic length is used as a
parameter. This is not implemented in the current tool because of the potential
performance penalty. Another reason is the we can not guarantee termination
if dynamic length lists are used as observer parameters, which we can in the
current implementation.

In the future the COVER tool could be integrated into a Graphical User In-
terface. Support for graphical observer automata editing and ability to manage
a set of traces (the generated test suite) are examples of how the tool can be-
come more available for non-expert users. In UPPAAL it is now possible to
include routines written in C-code that are called when an edge is exercised.
Thus, possible future work includes development of coverage for the C-code
in COVER.

Visualization by modeling the functionality of system is a best practice in
industry, advocated by, e.g., XP [BF00, hw06] and RUP [Tea06, Str01]. In the
Spring Web Flow [LDDYO06] automata are used to define how the user can
interact with a web site. The automata are part of the code and not (only) for
documentation. This is an example of high level modeling with automata that
can be addressed by test case generation tools in the future. The techniques
presented in this thesis can be helpful to generate test cases for existing test
tools, e.g. QTP, Winrunner by Mercury. COvER has been applied in a case
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study for telecom protocols, but new and unexpected application areas may
appear for model-based testing tools.
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